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	About this unit

	· In this unit, students will learn how to protect themselves from the human & technological dangerous aspects of the internet.
· They will use what they learn to create an awareness campaign to spread the word about the risks – and benefits – of Internet use for both students and their parents.

	Weeks: 8
	Lessons: 16
	Ability grouping: Mixed



	Unit context
	Vocabulary
	Resources

	· Students are taught about cyberbullying and the human dangers online in PSHCE lessons;  this unit will focus more on the technological aspects of the topic.
· Students need to be able to research information online, present information in different ways and for different audiences, in order to convey their message.
· They have just completed the skills building exercise in which they learnt these skills.
	· E-mail
· Spam
· Phishing
· Attachment
· Virus
· Trojan Horse
· Worm
· Spyware
· Malware
	· Chatroom
· Instant Messenger
· Anti-virus
· Cyberbullying
· Social networks
	· Moodle course
· Video resources (BBC, Orange, CEOP)
· Online quizzes & tests
· Video editing resources
· Video clips
· Soundtrack music
· Movie Maker



	APP coverage
	SEAL references
	PLTS references

	· Good coverage of AF1: planning, developing and evaluating:
L4: Explain how and why the use of ICT varies in and out of school
L5: Identify benefits and limitations of using ICT both inside and outside school
· Extensive coverage of AF3: finding, using and communicating information:
L4: Use ICT to communicate and collaborate, identifying some of the risks and acting to minimise them
L5: Use ICT safely and responsibly
	36.   I understand the impact of bullying, prejudice and discrimination on all those involved, am moved to want to make things better for them and can use appropriate strategies to do so.
39.   I can communicate effectively with others, listening to what others say as well as expressing my own thoughts and feelings.
43.   I can work and learn well in groups, taking on different roles, cooperating with others to achieve a joint outcome.
44.   I understand my rights and responsibilities as an individual who belongs to many different social groups, such as my friendship group, school class, school, family and community
	· TBD
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	Transition Unit
	e-Safety
	Graphics
	Handling Data
	Around the World
	User Interfaces project
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	Project success criteria

	Level 3
· I use ICT to generate, develop, organise and present my work.
· I share and exchange ideas with others.
· I describe my use of ICT and its use outside school.
Level 4
· I can combine and refine information from different sources.
· I can use ICT to present information in different ways.
· I am aware of my target audience, and tailor my work to fit their needs.
· I understand the risks of digital communication.
Level 5
· I use ICT safely and responsibly.
· I discuss my knowledge of ICT and what I have seen of its use outside school.
· I assess the use of ICT in my work, and reflect on it in order to make improvements in future work.



Activities

	What do you already know?

	ACTIVITY
	· What is e-safety? Why is it important?
· In a blank Word document, list as many online dangers as you know of.
· Compare your list with your neighbour’s. If there are any they missed, explain as much as you know so they can add them to their own list.
· Discussion: Ask for contributions to a whole-class mind map on the whiteboard.
· Add descriptions to each of the terms you have listed.
· Discussion: Add some important missing words from the vocab list on the unit coversheet to the mind map on the whiteboard.
· Ask students to add these to their vocab lists, researching online to find information about any they don’t already know about.
· Students should be thinking about whether their source is reliable, and how they know that.

	RESOURCES
	· Unit vocab list
· Unit Moodle course



	E-mail Dangers

	ACTIVITY
	· Research the terms spam and phishing, completing the email dangers writing frame.
· Test your understanding of phishing & how to protect yourself from it by completing the Anti-Phishing Phil game on the Moodle course.

	RESOURCES
	· E-mail dangers writing frame
· Unit Moodle course
· BBC ChatGuide
http://www.bbc.co.uk/cbbc/help/web/staysafe
· Get Safe Online
http://www.getsafeonline.org/
· Anti-phishing Phil game
http://cups.cs.cmu.edu/antiphishing_phil/new/index.html
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	Desktop publishing: e-mail dangers

	ACTIVITY
	· Use the information you gathered about email dangers to create a poster aimed at next year’s yr 7 students to help them protect themselves.
· Remember what you have learnt about creating documents appropriate for the audience and purpose. Make them attractive, but the main task is to inform.
· When complete, peer review the posters, discussing the quality of information, quality of presentation & whether it is fit for purpose. 

	RESOURCES
	· Completed e-mail dangers writing frame from previous activity.



	Viruses, Trojan Horses & Worms

	ACTIVITY
	· Watch the Brainpop video on computer viruses, then have students work in pairs to discuss or find answers to the following:
· How does malware like this spread?
· Where do these programs come from?
· How do you protect yourself from them?
· Present this information in a PowerPoint presentation aimed at ‘silver surfers’ – grans & granddads – to help them get online & stay safe.
· Research into free antivirus programs to offer as options in your presentation.

	RESOURCES
	· Brainpop virus video (on Moodle course)
· McAfee, AVG, Avast are all examples of free antivirus software



	Communicating online

	ACTIVITY
	· Using the website www.bubbl.us, create a mind map describing the benefits and drawbacks of communicating with others online.
· Watch the Survivor Diaries video, and the BBC chatguide for online safety video, and gather together information & advice from the different sources on the Moodle course as well as anything you find through your own research.
· Plan how to share what you now know with year 5 pupils at a local primary school. You can create a presentation, leaflet, poster (or series of posters) to get your point across – choose whichever option you think is best.
· Extension: Complete the Newsround chatroom quiz.

	RESOURCES
	· Survivor Diaries & BBC Chatguide videos
· Links to resources on Moodle course:
· Think U Know
· CBBC Newsround: Being careful in chatrooms



	Social Networking

	ACTIVITY
	· Discussion: How smart is it to take an argument online?
· Is privacy a problem? Is it okay to post personal information in the public eye? 
· Have students look into the problems with Facebook privacy settings changes, and to think about how much of their own information – name, address, birthday, email address, phone number, photos – are accessible.
· What five rules would you stick to when signing up for social networking sites like Facebook, Twitter or Bebo?

	RESOURCES
	· Survivor Diaries & BBC Chatguide videos
· Links to resources on Moodle course:
· Think U Know
· CBBC Newsround: Being careful in chatrooms




	Creating Video (extended project)

	ACTIVITY
	· Having learnt about e-safety and the dangers that come with using the internet, you will now make a video to be played on Royds Hall TV to draw attention to the problem of stranger danger online.
· Look at the resources available on the Shared Area (S:/ICT/Phase 1/E-safety/Video Editing) that you can use to create your video, and find anything else you need online.
· Create a simple storyboard that describes what you are going to show in your video, including timings and discussion of things like special effects, voiceover & soundtrack.
· Using Windows Movie Maker, create your video.
· Review: How is making a video different to creating a PowerPoint presentation, or poster? What does it work well for? Did your video achieve your aims?

	RESOURCES
	· Storyboard proforma (shared area)
· Video editing resources on shared area
· Video clips
· Music
· Images
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